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Abstract:

This paper explores Al and machine learning integration in military command-and-
control (C2) systems, enhancing decision-making and operational efficiency. It examines
Al applications across military levels, emphasizing predictive analytics, anomaly detec-
tion, and pattern recognition for improved situational awareness. Using the WASP simu-
lation system, the study develops a neural network for scenario planning, highlighting
simulators’ role in Al training. Results show AI’s potential to automate troop movement,
command post deployment, and enemy maneuver recognition. The findings suggest Al-
driven adaptability in dynamic battlefield environments. Future research will focus on
advanced simulations and Al applications for military decision-making, reinforcing Al’s
strategic role in modern warfare.
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1 Introduction

The rapid advancement of technology has significantly transformed modern military
operations, with command-and-control (C2) systems playing a critical role in enhancing
operational efficiency and decision-making. The integration of artificial intelligence (AI)
and machine learning (ML) within these systems presents a unique opportunity to further
advance military capabilities. By leveraging Al and ML, military organizations can pro-
cess vast amounts of data with unprecedented speed and accuracy, enabling predictive
analytics, anomaly detection, and enhanced situational awareness.

This research paper explores the integration of Al and ML into C2 military sys-
tems, focusing on their potential to revolutionize decision-making processes across tacti-
cal, operational, and strategic levels. The study delves into specific areas where Al can
be effectively implemented within C2 frameworks, aiming to improve operational effec-
tiveness and adaptivity in dynamic battlefield environments.
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The study also presents an experiment utilizing the WASP simulation system,
which demonstrates the creation and application of training data to develop a neural
network for predictive analysis and scenario planning. The findings from this experiment
suggest that Al can significantly enhance C2 systems’ capabilities, offering insights into
future battlefield scenarios and automating complex processes such as troop movement
planning and enemy maneuver recognition.

This research contributes to ongoing modernization efforts within military opera-
tions by showcasing Al’s strategic role in achieving operational superiority. It under-
scores the importance of continued research and development in this field, particularly in
adopting advanced simulation software and developing Al-based applications that sup-
port military decision-making.

2 Command-and-Control Systems and Al

The Czech Army Command-and-Control System (C2) constitutes an advanced and inte-
grated network designed to facilitate the efficient flow of information and enhance deci-
sion-making processes within the Czech military. Rooted in modern technology and
standardized protocols, the system ensures seamless integration of various units, includ-
ing operational, communication, and reconnaissance sectors. Its architecture employs
both conventional and emerging digital communication tools, thereby providing military
leaders at all levels with precise, real-time situational awareness. This capability signifi-
cantly enhances the Czech Armed Forces’ proficiency in coordinating complex missions,
executing strategic plans, and rapidly adapting to dynamic battlefield environments [1].

Moreover, the system is engineered to enhance interoperability with NATO allies,
acritical aspect given the Czech Republic’s alliance commitment. By incorporating
protocols and frameworks that align with NATO standards, the system facilitates effec-
tive coordination of multinational operations. This interoperability is further strength-
ened through regular training exercises, ensuring that personnel remain proficient in
system usage. Consequently, the Czech Army Command-and-Control System not only
exemplifies the modernization efforts within the Czech military but also serves as
a strategic asset that augments the nation’s defense capabilities within collaborative
security initiatives [1].

2.1 Case Study

One of the significant challenges in modern warfare is the rapid and effective deploy-
ment of command posts while ensuring operational security. In a military operation,
selecting optimal command post locations requires extensive manual planning, consider-
ing factors such as terrain, threat analysis, and logistic support. This process is time-
consuming and prone to human error, potentially exposing command posts to enemy
attacks.

To enhance the efficiency and accuracy of decision-making, ai-driven decision-
support tools can be integrated into a C2 system to optimize command post deployment
in complex battlefield scenarios. The Al model processes real-time satellite imagery,
ISR sensor feeds, and logistic data to generate optimal command post placement rec-
ommendations.

* Input Data: Terrain maps, enemy movement patterns, troop logistics, communica-

tion coverage.
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* Al Processing: Machine learning models analyze patterns, suggest secure loca-
tions, and adapt to dynamic battlefield changes.
* Implementation: the Al-assisted system provides recommendations to field com-
manders, who validate and execute the final deployment.
By leveraging Al for decision support, military operations can reduce planning
time, improve the survivability of key assets, and enhance adaptability in rapidly chang-
ing battlefield environments.

2.2 Machine Learning Importance

Machine learning (ML) plays a crucial role in developing new features within NATO’s
C2 military systems due to its capacity to analyze and interpret vast streams of data at an
unprecedented speed. As modern battlefields become increasingly complex and infor-
mation-dense, ML algorithms can process surveillance data, signals intelligence, and
other sensor inputs to deliver actionable insights. These insights empower military lead-
ers with predictive analytics, anomaly detection, and pattern recognition to anticipate
threats and opportunities. By integrating these ML capabilities, C2 systems significantly
improve situational awareness, enabling faster decision-making that aligns with mission
objectives in high-pressure environments [4].

Moreover, ML enhances the interoperability and adaptability of C2 systems within
the NATO alliance. By employing algorithms capable of learning from diverse datasets
collected across different member nations, these systems can create unified intelligence
frameworks that improve collaborative defense efforts. This adaptability allows for the
rapid customization of systems to suit evolving tactical needs, such as developing new
models for emerging cyber threats or improving the efficiency of resource allocation.
Thus, focusing on ML in C2 systems provides a strategic edge, ensuring NATO remains
agile and effective in its collective defense responsibilities amidst changing technologi-
cal and geopolitical landscapes.

2.3 Decision-Making Mechanisms in Human-AI Systems

Human-AlI systems (HAIS) can be categorized into decision types based on the composi-
tional balance of human and AI capabilities within the system. These systems aim to
achieve objectives of effectiveness, efficiency, and quality. Key factors in balancing
human and Al roles include the process of interactions (e.g., sequential, parallel, inte-
grated) between human controls and Al controls, and the location of the final decision
authority in the HAIS design. Human control aims for rational behavior, sound reason-
ing, and actionable decisions. Al handles large-scale data problems predictably through
algorithms. Typically, Al generates decision outputs, while humans assess their fairness
and generalizability. HAIS defines boundaries between human and machine actions
based on the situation. Designers must balance human and machine strengths in HAIS.
Human control can falter with complex decisions and information overload, while Al
may lack empathy and broader understanding. Humans must ensure critical decisions are
not made solely by Al. Effective human-Al systems require human supervision to main-
tain proper boundaries [6].

Human-AI Interaction Systems can be categorized into four distinct archetypes,
each defined by the boundaries of control between human operators and Al systems.
These archetypes reflect varying degrees of autonomy, collaboration, and innovation,
shaping the roles and responsibilities of both Al and human counterparts.
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Decision-Making Systems

Role of AI: in Decision-Making Systems, Al primarily handles tasks that involve sens-
ing, data collection, and executing rapid decisions through automated algorithms. These
systems are designed to function with minimal human intervention, capable of autono-
mous operations such as those seen in robotic process automation and self-driving vehi-
cles. Al systems within this category are responsible for continuously monitoring safety
regulations and managing repetitive activities, ensuring efficiency and adherence to pre-
defined parameters.

Role of Humans: although Al takes on the primary role, human oversight remains
crucial in Decision-Making Systems. Humans are responsible for ensuring that the Al
behaves correctly and ethically, particularly in scenarios where safety or high-risk fac-
tors are involved. In such critical situations, humans have the authority to override Al
decisions, thereby maintaining a safeguard against potential Al errors or ethical dilem-
mas.

Decision-Support Systems

Role of AI: Decision-Support Systems are designed to augment human cognitive abili-
ties, enhance communication, and extend physical capabilities. In this archetype, Al
systems assist by providing recommendations, insights, or diagnoses based on compre-
hensive data analysis. The AI’s role is to serve as a tool that enhances the human deci-
sion-making process, offering data-driven guidance while leaving final decisions to
human operators.

Role of Humans: humans in Decision-Support Systems play a pivotal role in inter-
preting Al-generated insights, making the final decisions, and ensuring that Al systems
are appropriately trained. Additionally, humans are responsible for explaining Al out-
comes to stakeholders and adapting the HAIS to evolving environments, ensuring that
Al contributions remain relevant and effective.

Decision-Collaboration Systems

Role of AI: in Decision-Collaboration Systems, Al systems engage in a more interactive
role with human partners. Al collaborates with humans in tasks such as sensing, organiz-
ing, reasoning, planning, and executing solutions. The interaction between Al and hu-
mans is characterized by rapid, nearly simultaneous exchanges, which lead to enhanced
problem-solving capabilities and the development of new scientific and technological
insights.

Role of Humans: humans in this context actively collaborate with Al, contributing
to processes like deep learning and complex problem-solving. This collaboration en-
hances human understanding and fosters an environment where both Al and human
intellects combine to tackle complex challenges, thereby expanding the boundaries of
knowledge and innovation.

Decision-Innovation Systems

Role of AI: decision-Innovation Systems are geared towards supporting human endeav-
ors in creativity and innovation. Al in this archetype assists humans in exploring new
ideas and driving innovation by leveraging capabilities like Generative Al. These sys-
tems are designed to inspire continuous innovation, enabling humans to explore unchart-
ed territories and develop novel solutions.
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Role of Humans: the human role in Decision-Innovation Systems is centered
around creativity, critical thinking, and applying value judgments. Humans use Al as
a tool to push the limits of knowledge, transitioning from the known to the unknown. By
integrating empathy and reasoning into the innovation process, humans ensure that Al-
driven innovations align with societal values and ethical considerations.

Effective HAIS integration requires balancing human and Al strengths, ensuring
human oversight for critical decisions, and maintaining proper boundaries. By leveraging
both human and Al capabilities, HAIS can achieve superior decision outcomes across
various domains. A comparison of all HAIS archetypes is summarized in Tab. 1 [7].

Tab. 1 HAIS archetypes — comparison and usage

Archetype Pros Cons Usage
Decision-Making High efficiency, L.l mited hgman Autonomous vehicles,
. L0 intervention,
Systems consistent monitoring RPA

ethical issues

Decision-Support
Systems

Enhanced human
capabilities, iterative
improvement

Requires continuous
human involvement

Medical diagnostics,
financial analysis

Decision-Collaboration

Synergistic decision-

Blurred control

Scientific research,

making, improved boundaries, .
Systems problem understanding complexity complex problem-solving
Decision-Innovation Drives continuous High risk, Generative Al,

Systems

innovation, explores

ethical considerations

creative industries

new possibilities

3 Delineation of Possible AI Areas

Creating any system or application containing Al necessitates a substantial amount of
training data, as the volume of data is directly proportional to the speed of learning in
ML models. Due to the limited availability of “sharp” data from combat, peacekeeping
operations, or exercises, developing Al becomes challenging. Consequently, the use of
a supervised learning model appears to be adequate. In a real-world scenario, this could
involve simulator-supported learning in collaboration with the Centre for Simulation and
Simulator Technologies (CSTT) [3].
There are two possible guidelines for implementation:
» without ML - the fundamental elements of the C2 system, combined with simula-
tors and an attached module that would automate and transform data in both di-
rections,

* with ML (neural network) - the simulator linked to the C2 systems would initially
train the neural network. Subsequently, the trained neural network would be inte-
grated with the C2 systems in the deployment phase.

The potential implementation of Al in the Doppelganger system (Ground Forces
ISMS) is organized into the following sections, logically divided according to the appli-
cation area, namely the user level and the Army command levels (tactical, operational,
and strategic).
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3.1 User Level

The initial and unavoidable level for implementing Al within the Dolphin system is
where the user interacts with the system. Although AI application within the Army’s C2
is specific to an IT system, there are several parallels to practical applications in the
civilian sector at the user level. The most relevant examples are detailed in the subsec-
tions below.

Virtual Assistant

The virtual assistant exemplifies the implementation of Al technology within the Inte-
grated Management System (IMS) of the Army. It functions as an assistant to the opera-
tor, providing guidance in situations where the operator is unfamiliar with a procedure in
the application. This alleviates the need to consult colleagues, supervisors, or staff from
other departments for basic user-level issues. In practice, the virtual assistant would
receive a request from the user and subsequently provide advice based on the infor-
mation stored in its database or neural network.

User Authentication using Face Recognition

Another relevant application of Al at the user level is the creation and implementation of
a security subsystem that authenticates the user before allowing system access through
facial recognition.

The implementation of this Al element would not only enhance the physical securi-
ty of the system but would also align with NATO’s Federated Mission Networking
(FMN) requirements and its developmental spirals. This approach ensures that user au-
thentication is both robust and efficient, providing a higher level of security and meeting
the stringent standards expected in military operations.

3.2 Tactical Level

Integration into ISR Sensor Outputs

A primary area for Al integration at the tactical level is within Intelligence, Surveillance,
and Reconnaissance (ISR) sensor outputs. Advances in ISR sensor technology and the
vast amount of data generated by these systems impose significant demands on data
processing and utilization. For instance, an electro-optical system can generate several
billion bits per second while scanning an area the size of a small city. This challenge has
been well-documented by civilian companies supplying ISR systems to the U.S. mili-
tary, as summarized in the AFA Warfare Symposium 2022 [8].

An expert team of scientists and engineers from the University of Defence and
Brno University of Technology is working on a project aimed at designing and applying
a drone swarm system equipped with ISR sensors. At an early stage of this project, a 3D
model of an object of interest, including its interior, was successfully developed by fly-
ing around a point of interest (e.g., a car).

Planning Assistant

Another relevant and beneficial application of Al at the tactical level is a sub-application
that assists the C2 operator in developing various plans. Scheduling is a daily activity for
staff members. One possible sub-application could plan the movement of troops over
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communication networks, referred to as “navigation” in working terms. Another critical
planning sub-application might generate a radio-relay link plan, essential for organizing
any military exercise or operation.

In these domains, the entire process would not be driven solely by Al. Hence, an
Al-based sub-application would propose the most cost-effective options to the operator
(staffer), but the final decision on executing the plan or building the link nodes would
rest with the operator.

The two figures below illustrate distinct Al-driven tactical planning processes.
Fig. 1 focuses on planning the movement of units and vehicles by considering factors
such as operation type, priority, and terrain to determine the optimal convoy route. In
contrast, Fig. 2 emphasizes the strategic placement of communication units based on
similar criteria — operation type, priority, and terrain — but with a focus on establishing
effective communication networks rather than troop movement. Both figures highlight
the role of Al in optimizing different aspects of tactical operations, yet each serves
a unique function within the overall military planning framework.
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Fig. 1 Convoy route input data

3.3 Operational Level

The operational level of military planning is critical in ensuring the effectiveness of
tactical decisions and battlefield outcomes. This article explores advanced tools and
methodologies that enhance operational efficiency, focusing on key areas such as time
transparency simulations, command post deployment, and enemy maneuver recognition.
By leveraging neural networks, Al automation, and cutting-edge simulation technolo-
gies, these tools provide military staff with the ability to anticipate short-term future
scenarios, optimize command post locations, and accurately predict enemy actions.
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These innovations offer significant strategic advantages in dynamic and complex opera-
tional environments.

PRIORITY

OPERATION
TYPE

SPEED

@‘ OFFENSIVE ({ PERFORMANCE
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COMMUCICATION
UNITS

COMMUNICATION UNITS LOCATION

Fig. 2 Communication units location input data

Insight into the Short Future Using Time Transparencies

Staff would significantly benefit from functionality that allows them to run simulations
to preview short-term future scenarios. The input data would consist of a plot of the
tactical situation. The trained neural network would provide a glimpse into the short-
term future of the battlefield situation in the form of transparency. Staff could thus view
the preliminary evolution of the situation at various time horizons (e.g., t +1, 3, 6, 12, or
24 hours), aiding in the assessment of whether the proposed battle plan is worth pursuing.

The NVG-Client is designed to transfer tactical transparencies from a NATO NVG
standard web service to the visualization program in use. During this transfer, individual
graphical elements (tactical markers) are categorized, and the symbols (tactical markers)
in the transferred transparencies are converted according to the APP6b code (NATO
marking standard) into their graphical forms. Simultaneously, the tactical markings of
the units are supplemented with information from the relevant database regarding their
status (e.g., fuel amount, manning, ammunition, and equipment). The wiring implemen-
tation is illustrated in Fig. 3.

The primary purpose of NVG-Client is to decouple the decoding and transfor-
mation of tactical transparencies from the visualization itself. This approach makes the
visualization independent of the operational/tactical system used or its version or incre-
ment. The acronym NVG stands for NATO’s Vector Graphic, a file extension specifical-
ly designed for graphical interaction with NATO military systems. NVG-Client also
includes a graphical user interface allowing the user to select individual tactical transpar-



Advances in Military Technology, 2025, vol. 20, no. 2, pp. 389-407 397

encies available through the NVG service, set conversion parameters, and further control
their display in the visualization program.

NVG CLIENT

Fig. 3 NVG system wiring diagram into OTS implementation

Appropriate Deployment of Command Posts

The deployment of command posts is a crucial aspect of any military operation or exer-
cise. During the current conflict in Ukraine, this aspect of battle planning has proven
essential, as Ukrainian troops often maneuver command posts to avoid remaining in one
location for security reasons. The automation and potential involvement of Al could
significantly accelerate the process of selecting and establishing command posts for
various command levels. The relevant input data used for this Al-based planning is
shown in Fig. 4.

This process would resemble the sub-applications outlined in the Planning Assis-
tant section. The operator would input the composition of troops with equipment, type of
operation, and priority, and the Al would then determine suitable coordinates for com-
mand locations, primarily based on the terrain’s nature. According to the inputted mili-
tary units and equipment, the application would evaluate the command level (company,
battalion, brigade, division, etc.) and propose appropriate command post deployments
suitable for the current situation.

Enemy Combat Maneuvers Recognition The CSTT currently employs various live,
virtual, and constructive simulation tools to cover the training of planning, control, and
execution processes for combat, peacekeeping, and crisis management operations from
the brigade level to individual soldiers. This training utilizes views created directly from
the latest battlefield situations combined with historical data from databases [9].

The following figure illustrates this application, where data is transferred from
a constructive One-SAF Testbed Baseline (OTB) simulator, which incorporates ACCS
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and BVIS technologies and software, to train the model. For training, it was necessary to
interface with the OTS of the DG, leading to the creation of the connection project. This
project facilitated data transformation from the synthetic simulator environment (DIS
protocol) to a proprietary protocol format. A “gateway” is used to transform the data
from the simulator into XML format and then into the OTS DG Ground Forces ISMS
protocol. This intermediate step may benefit other systems to which it connects. In this
application, the proprietary OTS DG is utilized. The simulator data is divided into train-
ing and test data in a 2:1 ratio. The training data is used for learning, and the model is
tested with the remaining data. Once the model is built, actual battlefield data is input,
and the distribution is predicted. The result is then evaluated by a credentialed expert for
correctness, and accurate predictions are used as feedback and training data to update the
model [1].

OPERATION
TYPE

o SPEED
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g NEUTRAL

COMMAND POST LOCATION

Fig. 4 Command post location input data

Additionally, Fig. 5 below illustrates the integration of Al within the Command-
and-Control (C2) system, emphasizing its role in enhancing situational awareness, deci-
sion-making, and operational efficiency. The Al model interacts with various compo-
nents of the system by processing real-time battlefield data, detecting patterns, predicting
enemy maneuvers, and providing decision support. The Al-driven analysis assists human
operators in planning troop movements and allocating resources effectively. Further-
more, Al models leverage data from simulations, such as the WASP system, to improve
predictive accuracy. This integration enables faster, data-driven decisions while main-
taining human oversight in critical operations.

The output can be utilized to evaluate the enemy’s combat maneuvers preparations
or predict the success or failure probability of military actions. The output can be visual-
ized through graphs, models, or decision support tables. The Microsoft Cognitive
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Toolkit, compatible with other applications from the same company, can serve as an Al
library. Additionally, other tools such as TensorFlow or Scikit-learn can be employed,
depending on the author’s programming language and compatibility preferences [1].

APPLICATION
9 e I i v
P API )
Simulator TRAIN - MODIFY — PREDICT
|
VERIFY

; API gila USE/DROP
C2 system ﬁ

000

o
LAYER OF TIME '
TRANSLUCENT '{IQ} OUTPUT DATA
Parsing

Fig. 5 Simulator system wiring diagram into OTS implementation

3.4 Strategic Level

The strategic level of military planning integrates advanced Al applications to enhance
decision-making and operational effectiveness. This section explores how Al can be
utilized to simulate entire operations, calculate winning probabilities, and enhance intel-
ligence gathering. By leveraging extensive simulations and predictive analytics, these Al
tools provide commanders with actionable insights, helping them maneuver troops effi-
ciently, predict outcomes with greater accuracy, and analyze complex intelligence data.
These capabilities are crucial for achieving strategic objectives while minimizing risks
and uncertainties in the battlefield.

Operation Result according to the Plan

A significant inspiration for this potential Al implementation is the “Peering through the
Fog of War” project by U.S. companies in collaboration with the Department of Defence
(2022). The developers successfully created a comprehensive simulator of entire opera-
tions, providing realistic solutions for how commanders could maneuver troops to
achieve the intended objective with minimal losses. Essentially, this would involve per-
forming an extended simulation of the application, referred to as “Preview of the Short
Future”, described in the chapter on time slides (e.g., t +1, 6, 12, 24 hours).
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The simulation would not run solely within a fixed time horizon but would calcu-
late all possible variations, proceeding as follows:

* the input data would be a plot of the combat situation,

* data from the OTS database (Dolphin) would be merged with the NVG service

within the NVG client and projected into a 3D visualization,

¢ thousands of simulations would be conducted, where the simulator evaluates the

consequences of proposed unit actions and learns from them,
e areverse process would return data from the NVG client to the OTS (Dolphin)
database.

The resulting data (proposed plan of operation) would be projected to the Dolphin
user in a plot. This ambitious and challenging proposal, if successfully implemented,
would likely become a highly desired product not only for the Czech Army but also for
other NATO allied forces.

Winning Probability

Another potential Al application is the Force Ratio application, which calculates the
ratio of forces between one’s own troops and those of the enemy. The calculation in-
cludes the numbers of all groups of combat assets multiplied by their combat value and
adjusted by coefficients reflecting parameters such as terrain, weather, training and com-
bat experience, air superiority, surprise attack, defense type, and command quality.

This application could use Al to calculate, for instance, the number of enemy units
needed to secure victory or cause defeat. It would also provide the probability of such
outcomes, acknowledging that the exact locations and statuses of all operating forces are
often unknown. In this scenario, Al could simulate both defeat and victory scenarios,
which could then be integrated into the War Games application. A war game is any sim-
ulation of a military operation involving two or more opposing armed forces, conducted
under specified rules using data and procedures designed to represent actual or anticipat-
ed operational situations.

Intelligence — Enemy Hierarchical Structure

A critical sub-area in combat operations contributing to the overall battlefield picture is
intelligence. There are numerous Al applications with significant potential in the intelli-
gence domain, particularly in filtering large volumes of data to extract intelligence-
relevant information. Without Al systems, two main problems arise: the annual increase
in data production and the limited human capacity to analyze data based on only a few
key characteristics.

An example of an advanced Al system for intelligence purposes is the Israeli sys-
tem known as The Gospel. This Al system generates lists of individuals for elimination.
Israel utilizes this system to create lists of Hamas members within the Gaza Strip as part
of Operation Iron Sword, initiated at the end of 2023. The input to the neural network is
data obtained by intelligence reconnaissance, such as transcripts from wiretaps, ground
photos of operatives, space photos from satellites, or information from an insider —
a person inside the organization. Prior to the deployment of these Al systems (The Gos-
pel was not the first), Israeli intelligence agencies could produce a list of 50 targets an-
nually. The Gospel, however, generates 100 targets daily, including predictions of col-
lateral damage to the civilian population. This Al-driven process is demonstrated in
Fig. 6 [10].
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Fig. 6 Intelligence Enemy Hierarchical Structure input data

4 Experiment

The integration of Al within C2 military systems represents a pivotal advancement in
modern warfare. The primary objective of the experiment is to delineate various Al
applications within C2 frameworks, aiming to enhance decision-making and operational
effectiveness. By leveraging the WASP Simulator, hundreds of simulated operations
have been conducted to analyze the dynamic interplay of multiple variables, including
unit locations, troop numbers on both friendly and enemy sides, and tactical maneuvers.

The significance of employing simulators within C2 systems cannot be overstated,
especially within NATO’s strategic trajectory toward utilizing Al subsystems. Simula-
tors provide a controlled environment in which diverse scenarios can be replicated, of-
fering invaluable insights into complex operational landscapes without the risks associ-
ated with live exercises. By harnessing the power of simulation, military commanders
and strategists can explore numerous potential outcomes, test hypotheses, and refine
strategies in a cost-effective and scalable manner.

The central objective of the experiment was the utilization of a custom neural net-
work trained on simulation logs. This approach enabled the neural network to autono-
mously learn from input parameters and corresponding outputs, effectively capturing the
intricacies of decision-making processes within C2 systems. The trained neural network
serves as a powerful tool for predictive analysis and scenario planning, empowering
military leaders to anticipate and adapt to evolving battlefield dynamics with unprece-
dented agility.
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4.1 WASP Simulations and Custom Neural Network

One of the applications of ML is to support user decision-making. For such an applica-
tion to yield relevant output, it requires a well-constructed neural network with a sub-
stantial amount of historical training data. Obtaining such training data was crucial for
this research. Unfortunately, there is no regulation within NATO that mandates Czech or
coalition troops to record and store historical data from exercises or operations. Conse-
quently, it was decided to generate artificial data for the research by using a simulator to
perform hundreds of military operations. These simulations recorded, stored, and parsed
data at every second of combat, capturing the state of military equipment, supplies, at-
tack progress, maneuvers, and the final state of each operation according to the various
tactical actions of the allied forces [12].

For collecting training data, the constructive simulation system WASP, developed
by the Czech company VRGroup, was selected. The advantage of this simulator lies in
its ability to operate in layers, like the well-known Photoshop software. These layers,
referred to as temporal transparencies, allow for the use of individual, separate transpar-
encies from any second of the simulation [13].

Fig. 7 illustrates the wiring diagram of the experiment. A WASP simulator was
connected to the existing C2 system used in the Czech Army using an API interface,
which facilitated the execution of hundreds of simulations based on the created scenario.
The simulator also includes a graphical interface with a real-time overview of the com-
bat situation and the actual orders executed by each entity participating in the combat
which can be seen on Fig. 8.

In addition to the simulation results, the log stores crucial parameters such as unit
ID, unit type, current damage, current position in three coordinate systems, degree of
rotation, and the current command being executed by the entity. These parameters are
recorded every second during combat, allowing for subsequent data analysis to examine
the effectiveness and impact of each commander’s decisions.

Fig. 9 illustrates a simplified tactical situation with a limited number of entities to
clearly demonstrate the problem being addressed. The outcome of hundreds of simula-
tions is an optimized offensive plan for the blue team. Initially, five allied units (blue
squares marked with numbers 1 to 5) face four enemy troop entities (red squares marked
with numbers 1 to 4). The situation is depicted in three phases of combat: the initial
deployment of units in dark colors, the subsequent advance by allied units, and the reac-
tion of enemy units forming a defensive line. The offensive culminates with the allied
units developing into a V-shaped offensive formation.

After hundreds of simulation interventions, the simulator identified the most effec-
tive offensive strategy as a V-type offensive formation, as indicated by the neon line. It
is also noteworthy that the final enemy unit deployment splits the four-entity formation
into pairs, with one pair targeting the upper portion of the allied units (blue squares
1to 3) and the other pair targeting the lower portion of the allied units (blue squares
4 and 5). Simultaneously, red entity 2 has moved closer to the pair of red entities 3 and 4
due to the numerical superiority of the blue entities from the northwest.

The example provided in the figure above serves as a simplified illustration to facil-
itate the description of the problem; however, the simulator can conduct more extensive
operations involving a greater number of entities. Crucially, the thousands of lines of
code generated from the simulation logs will be used to develop a custom neural net-
work. The availability of historical data from which the neural network can learn is gen-
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erally critical, enabling it to provide commanders with relevant data for decision-
making.
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Fig. 7 Data flow between C2 system, simulator and neural network
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Fig. 9 NN output for the most appropriate tactical unit location

4.2 Data Generation Time Consumption

There exists a direct proportionality between the relevant output of neural networks and
the amount of training data. In an experiment, the generation of scenarios and training
data underwent temporal testing, with each iteration measured to evaluate efficiency.
The relationship between Al systems and the volume of their training datasets is pivotal,
as the quantity and quality of data directly influence the performance and accuracy of
neural networks. The manual generation of training data is a time-consuming and labor-
intensive process, often resulting in slower development cycles and potential data incon-
sistencies. In contrast, utilizing Al to automate data generation accelerates the process,
ensuring the creation of larger, more diverse datasets that enhance the neural network’s
learning capabilities. This efficiency is of paramount importance in Command and Con-
trol (C2) systems, where Al subsystems facilitate rapid data processing, real-time deci-
sion-making, and adaptive responses to dynamic environments, thereby ensuring opera-
tional superiority and mission success. A significant drawback of the data generation
approach used in this experiment is that the creation of scenarios was manually coded in
the simulator’s source code. In the subsequent phases of the research, a different simula-
tor will be utilized, capable of generating data much faster due to Protocol Buffers serial-
ization. This time efficiency comparison is visualized in Fig. 10 [13].

The lack of automation for generating training data for the simulator highlighted
a critical aspect of the research: the time-consuming nature of data preparation. When
manual changes were made to the source code for each simulation, it took 220 minutes (3
hours and 40 minutes) to generate 200 simulation scenarios. In contrast, using a different
simulator, such as MASA SWORD (which will be the subject of a subsequent chapter in
the next scientific paper), the estimated time required to generate the same number of sce-
narios is approximately 60 minutes, representing a time reduction of approximately 73 %.
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Fig. 10 Comparison of data generation time consumption

5 Conclusion and Future Approach

The primary aim of this paper was to analyze the Army’s Command-and-Control system
and identify potential areas within IT systems where future development could be sup-
ported by machine learning. The paper highlights several key domains within the Army
where machine learning could significantly accelerate the Command-and-Control deci-
sion-making process. The experiment section practically verifies the feasibility of link-
ing a simulator with hundreds of tactical scenarios, from which the Command Corps can
derive essential insights.

In the next phase, the research will focus on employing different simulation soft-
ware that utilizes Protocol Buffers serialization, which will substantially expedite the
generation of training data for the simulator. Following this, an API link will be devel-
oped, incorporating a user interface for commanders to validate the new ML-based sub-
application during exercises and provide critical feedback to the researchers.
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Abbreviation list

ACCS Automated Command and Control System
Al Artificial Intelligence

API Application Programming Interface

BVIS Battlefield Visualization Information System

C2 Command-and-Control
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C4ISTAR Command, Control, Communications, Computers, Intelligence,
Surveillance, Target Acquisition, Reconnaissance

CSTT Centre for Simulation and Training Technologies
DIS Distributed Interactive Simulation

EHS Enemy Hierarchical Structure

FMN Federated mission Networking

GF Ground Forces

GUI Graphical User Interface

HAIS Human-AI-Systems

ISR Intelligence, Surveillance, Reconnaissance
MASA MASA Group (company)

ML Machine Learning

NATO North Atlantic Treaty Organization

NVG NATO Vector Graphics

OTS Operational/Tactical System

RPA Robotic Process Automation

WASP WASP Simulation System (company)
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